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Role Profile
	Job title:
	Group Head of Cyber Security

	Reports to:
	Group Chief Information Security Officer


Role summary
The Group Head of Cyber Security is responsible for defining and executing the organisation’s global cyber security strategy, ensuring the protection of critical assets, intellectual property, and client trust across all business units. This role combines strategic leadership with hands-on oversight of cyber operations, threat management, and innovation. The successful candidate will partner with executive leadership, IT, the wider security team and business stakeholders balancing robust protection with business agility in a rapidly evolving threat landscape.
Ultimately, ensuring that the technical protection and guardrails in all parts of the business are commensurate with risk appetite.
The role will require excellent stakeholder management skills, with a hands-on approach.
A full list of areas covered by the cyber security function include; Security Event Triage (Incident Containment), Business unit technical security liaison, Threat Intelligence, Threat Modelling, Threat Hunting, Data Security & Data Loss Prevention, Identity Access Management, Security Event Alerting, Security Tooling Management & Monitoring, Asset coverage monitoring, Red Teaming, Vulnerability Management, Security Testing and Attestation, SSDLC Oversight, Technical Security Assessments, Security Architecture, Vulnerability Remediation Support, Phishing Simulations, Incident Creation and Containment, Monitoring and Detection (SOC/SIEM), Digital Forensics.
Key responsibilities
· Line management of an international team of Cyber / Technical / Operations Security personnel.
· Ownership and development of the Organisations cyber security programme.
· Act as a trusted advisor to senior leadership, translating cyber risks into business terms.
· Be a key authority within the senior security leadership team.
· Establish and track KPIs, KRIs, and a cyber maturity framework to measure progress and impact.
· Lead security benchmarking, strategic planning, and regular board-level reporting.
· Oversee security operations, including SOC/NOC (in-house and MSSP outsourced), incident response triage, and vulnerability management.
· Drive cloud security initiatives (Azure, AWS), including monitoring, workload protection, and identity governance.
· Manage privileged access management (PAM), endpoint protection (EDR/XDR), and advanced DLP/insider risk controls.
· Coordinate penetration testing, red team exercises, and executive tabletop simulations.
· Partner with IT and DevOps to embed secure-by-design principles into systems, applications, and infrastructure as code (IaC).
Knowledge, Skills and Experience
Business Knowledge 

· Strong commercial acumen with the ability to align cyber security initiatives to business strategy.
· Experience in sectors with high-value intellectual property (e.g., financial services, manufacturing, aerospace, defence) is advantageous.

Essential Functional / Technical Skills 

10+ years in IT/cyber security, including 5+ years in senior leadership roles.
Proven experience managing teams, including managing outsourced SOC/NOC partnerships.
Deep expertise in cloud security (Azure, Amazon, Google), endpoint protection (EDR/XDR), SIEM, IAM, Zero Trust and PAM solutions.
Strong understanding of regulatory frameworks: GDPR, ISO 27001, SOC 2, NIS2, Cyber Essentials Plus.
Demonstrated ability to operate in global, complex, and high-performance environments.
Track record of engaging directly with senior business leaders to communicate risk and influence decisions.
Experience with DevSecOps, container security, and infrastructure as code is highly desirable.
Relevant certifications (e.g., CISSP, CISM, CCSP, CRISC) preferred.
Personal Attributes / Competencies 
· Must have excellent communication skills and be a team player. 
· Must be able to take ownership of issues, be pro-active and be accountable.
· Strong decision making and prioritisation skills.
· Must have the ability to be creative, be able to consider the state of the art, the costs of implementation and the nature, scope, context, and purposes of processing, balanced against the varying likelihood and severity of risk.
· Must be effective and be able to demonstrate the ability to make it count, ensuring that actions create positive outcomes. 
· Must be a positive problem solver, acting as a strong role model to all team members.
· Be firm but fair, approachable and always willing to help.
· Be able to manage multiple priorities in a fast paced high energy changing environment with pragmatism, confidence and enthusiasm.
· Strategic thinker with a pragmatic, solutions-oriented approach.
· Excellent communicator, able to engage and influence stakeholders at all levels.
· High integrity, resilience, and commitment to continuous improvement.
· Strong leadership and mentoring skills, fostering a collaborative and high-performance culture.
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· Adaptable, innovative, and comfortable operating in fast-paced, dynamic environments.Do not remove next Section Break(for back page)
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